iTrust Laboratory
iTrust@Singapore University of Technology and Design (iTrust@SUTD)

Why iTrust Lab?
 Given the rise in attempted cyber sabotage of power, water, transportation, and similar
systems, the design of secure Critical Infrastructure has taken centre stage in the
research community.

 Nations worldwide are investing heavily in research that would lead to methods and tools
to design highly secure and resilient critical infrastructure.

 The one-of-a-kind realistic testbeds available in iTrust offer a unique opportunity to
researchers in Singapore and their local and international partners, to assess, improve, and
demonstrate their proposed methods and tool in realistic operational environments.

World-class
Testbeds
 The rich set of
one-of-a-kind
testbeds offer a
tremendous
opportunity for
research and
business
development in
the design of the
secure critical
infrastructure.

Testbeds will support:NRF Satellites of Excellence (SoE)
Proof-of-Concept Studies for OEM products

Attack scenario design and security assessment framework
Educational and training programmes

“Protect Your Critical Infrastructure” workshops
Critical Infrastructure internships
Annual Attack-Defence exercises

Secure Water
Treatment (SWaT)
Testbed


Stage 1 - taking in raw water



Stage 2 - adding necessary chemicals



Stage 3 - filtering it via an Ultrafiltration
(UF) system



Stage 4 - de-chlorinating it using UV lamps



Stage 5 - feeding the water to a Reverse
Osmosis (RO) system.



Stage 6 - A backwash process cleans the
membranes in UF using the water
produced by RO.



The cyber portion of SWaT consists of a
layered communications network, six
Programmable Logic Controllers (PLCs),
Human Machine Interfaces (HMIs),
Supervisory Control and Data Acquisition
(SCADA) workstation, and a Historian.
Technical information - https://itrust.sutd.edu.sg/testbeds/secure-water-treatment-swat/

Water Distribution
(WADI) Testbed
 WADI inputs SWaT’s reverse
osmosis permeate and raw
water, thus forming a complete
and realistic water treatment,
storage and distribution network.
The integration of SWaT and
WADI testbeds allow researchers
to witness the cascading effects
of cyber attacks across critical
infrastructure.
 In addition to attack and
defence on the PLCs and
networks, WADI has the
capability to simulate the effects
of physical attacks such as water
leakage and injection of
malicious chemicals.
Technical information - https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/

Electric Power and
Intelligent Control
(EPIC) Testbed
 Each of the four stages of EPIC
has its own switches, PLCs, power
supply unit, protection and
communication systems in a fiber
optic ring network. WAGO PLCs
control the opening/closing of
breakers and contain the
synchronization logic for the
generators. High-availability
Seamless Redundancy and
Media Redundancy Protocol
(MRP) switches are used in the
ring network for redundancy.
EPIC observes the IEC 61850
communication protocol for the
electrical substation and
automation system. Smart meters
enable experimentation with
secure demand-management.
Technical information - https://itrust.sutd.edu.sg/testbeds/electric-power-intelligent-control-epic/

Internet of Things
Automatic Security
Testbed
 The Internet of Things [IoT]
Automatic Security testbed
enables testing state of the
art IoT devices for security
and privacy. The testbed
consists of a shielded room,
three different stand-alone
machines to perform the
tests, access point within
the shielded room and
various state of the art IoT
devices.

Technical information - https://itrust.sutd.edu.sg/testbeds/internet-of-things/

Training Skids
 While the testbeds are geared towards intensive
research by faculty, researchers and
collaborators, iTrust Lab provides a suite of four
training skids that serve as a realistic and safe
training ground for students in the cyber-security
related courses at SUTD.
 These training skids (Rockwell, National
Instruments, Schneider, Siemens) are equipped
with PLCs and controls capable of emulating
processes found in critical infrastructure. They are
equipped with a milliamp meter, potentiometer,
key switches, light push buttons with open/close
contacts temperature probes, ultra mini photo
sensor, MOXA network switches, and access
point. A fully configured rack of Allen-Bradley
PLC with communications infrastructure is also
available.

Technical information - https://itrust.sutd.edu.sg/testbeds/training-skids/

Datasets from the Testbeds
 The world class testbeds in iTrust are often run non-stop for several weeks
under normal and attack-modes. Given iTrust’s commitment to improving
the security of legacy and new critical infrastructure, data collected
during such runs is made available to researchers across the world.
 Interested potential users may send a request to itrust@sutd.edu.sg to
obtain data generated from the testbeds.
 For more details, please refer to https://itrust.sutd.edu.sg/research/dataset/

Charges and Rates
 We welcome partnerships–local and international. Partners are
encouraged to collaborate with SUTD/iTrust/SOE researchers in joint
research projects. Requests for collaboration may be sent directly to an
appropriate SUTD/iTrust/SOE faculty member.
 Often heavy use of testbeds may require wait-time before the testbed is
available for use a specific project. Usage is non-exclusive and is subject to
charges in accordance with iTrust policies.

iTrust facilities
usage rates
 To request the use of a
testbed, or a training
platform, please send email
to: itrust@sutd.edu.sg, with
the subject heading “iTrust
facilities usage request”.

Contact Us
 We welcome feedback and enquiry. Please email to iTrust@sutd.edu.sg or
visit our website at iTrust.sutd.edu.sg
 Thank you.

