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EMA is the statutory board that oversees the 
electricity and gas markets in Singapore, …

2

Power Systems 
Operator

Industry 
Developer

Industry 
Regulator

• Operate the electricity 
transmission network

• Supervise the gas 
transmission network

• Catalyse innovation in 
energy R&D

• Advance manpower 
capabilities for the 
energy sector

• Regulate the gas and 
electricity markets

• Promote fair 
competition and 
safeguard consumer 
interests
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… guided by the following three goals.

Secure 
Energy 
Supply

Dynamic 
Energy 
Sector

Competitive 
Energy 
Market
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In securing and strengthening the resilience of our 
energy systems, we have funded several 
cybersecurity projects.

Project Name Institution Year

Cybersecurity and Secure Intelligence Electronics 
Devices for EV Ecosystem in the Smart Grid

2010

PoPSeCo: Power Plant Security by Advanced 
Sensing and Computing

2015

Securing Last-Mile Communication Systems for 
Smart Grids

2015

Enhancing Power System Resilience through 
Distributed Intelligence and Adaptive 
Infrastructure

2018

AI-enabled Cyber Resilience for Power Systems 2018
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We have also consulted various stakeholders from 
academia, industry, and government to understand 
what more can be done.  

National Cybersecurity 
R&D Lab (NCL)
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Two potential research fields emerged from our 
conversations.

Anomaly detection & prevention

Attack detection & prevention

Secure system architecture

Resilient system architecture

Combating insider threats

Digital forensics 

Cyber-secure power system

According to stakeholders from academia, industry, and government, anomaly
detection and secure system architecture are the two research fields that are
most likely to produce effective OT cybersecurity solutions for the energy sector.

* The six R&D fields above were adapted from DSTA’s national cybersecurity R&D roadmap. 
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We learnt that our power system presents unique 
opportunities for solutions in anomaly detection, …

Unique physical processes

As the power system has unique physical processes, there is a
need for adequate knowledge of how cyber-initiated attacks
would manifest in the physical domain, and vice-versa.
.

Effective anomaly detection that exploits established
correlations between cyber and physical activity.

Creates opportunities for
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… and in secure system architecture.

Time-sensitivity of operations

As the physical quantities that are
important to grid stability (e.g. voltage,
frequency) tend to change very quickly,
control systems must not be perturbed
by the proposed cybersecurity solution.

Creates opportunities for

Lightweight cryptography that
will not burden the power grid’s
time-sensitive operations.

Vast attack surface

With the introduction of smart
meters and residential solar
PV, the number of entry points
for malware is unlike any other
industrial control system.

Scalable architecture to
secure an ever-increasing
attack surface.
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We also received feedback that having test 
environments would allow more rigorous validation 
of new and existing solutions.

System operators require
demonstrated track records
before adopting new or existing
solutions.

Researchers often have to come up
with do-it-yourself emulations of
components of the power system,
to rigorously test their research.

Virtual or physical 
test environment

Provides researchers with
an experimental platform
for use during development.

Allows cybersecurity solution
providers to validate new
and existing solutions.

In the long run, may serve as a common testing platform and contribute
to technology benchmarking for cybersecurity solutions geared towards
power systems.
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We have therefore converged on the following 
three problem statements for this Grant Call 2018.

Design and validate innovative anomaly detection schemes that
leverage on the unique physical processes within the power system.

Design and validate secure system architecture and protocols that are
both lightweight and scalable, for the power system.

Develop testing tools, infrastructure, or capabilities that enable the
rigorous validation of new or existing cybersecurity solutions for the
power system.

These problem statements come under Theme F on Cybersecurity for the Energy
Sector. Submitted proposals will undergo the same administrative and evaluation
processes as all other proposals under Grant Call 2018.



11

For more information, please visit the following
link or scan the QR code with your mobile device.

https://researchgrant.gov.sg

https://researchgrant.gov.sg/

