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ABSTRACT 

Smart contracts have been increasingly used on blockchains to automate financial and 

business transactions. However, many bugs and vulnerabilities have been identified in many 

contracts and raised serious concerns about smart contract security, not to mention that the 

blockchain systems on which the smart contracts are built can be buggy too. Thus, there is a 

significant need to better maintain smart contract code and ensure its high reliability. 

 

This talk presents a new automated approach to learn characteristics of smart contracts in 

Solidity, which can produce effective code representations useful for clone detection, bug 

detection and contract validation for smart contracts. The key idea of our approach is based 

on structural code embedding and vector space comparison: We parse smart contract code 

into word streams with code structural information, then encode (a.k.a. embed) code 

elements (e.g., statements, functions) together with their contexts into numerical vectors, and 

compare the similarities and differences among the vectors with respect to known bugs to 

identify potential issues.  

 

Our evaluation with more than 22,000 smart contracts collected from the Ethereum 

blockchain shows that SmartEmbed can effectively identify many repetitive instances of 

Solidity code accurately, where the clone ratio is around 90%; it can also efficiently and 

accurately identify more than 1000 clone related bugs in the smart contracts based on our 

small bug database. Our study also shows that the code representations and the known bugs 

used for embedding have significant impact on the clone and bug detection performance 

and understandability, which is an open topic inviting much further research and exploration. 
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