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ABSTRACT 

 

Evolution of digital transformation and agile development has raised serious concerns on how organizations are 

dealing with the software security and its turning out that application security is no more an afterthought process. 

Security is being seen as a road blocker for the companies onboarding in this digital transformation journey.  The 

software security issues raised by digital transformation team are driving the need for a better understanding 

between the organization’s Information Security professionals, development teams and those who provide 

application security. “Traditionally, those groups don’t speak the same language and don’t understand what the 

other side is doing. 

 

This session is focused on the challenges organizations are facing in software security and the strategic approach 

to solve those challenges, session will highlight few case studies from the leading organizations in SEA region on 

how they are achieving success on this journey and at last the areas need of research that can help organization 

to achieve business objectives without compromising the software security requirements. 
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Suman has more than a decade experience in designing secure-SDLC programs and is passionate about 

integrating security into the development lifecycle. He is skilled beyond existing static analysis tools and code 

review techniques and shaping the way the industry secures code in a Continuous Deployment world. He has 

worked with various financial and non-financial institutions to implement software security life-cycle and has 

strong experience of creating an organizational framework to break silos security culture in the organization and 

builds a unified approach to deal with the root cause of software security problems. Currently he is working with 

Vantage Point Security as an Application Security Program Director and helping clients in SEA region to implement 

application security program.   
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