in apore Anchored at
Cybersecurity B2NUS | Computing
3 B D i 23
—onsortium

Closing the loop on Fuzzing monitors
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ABSTRACT
beSTORM fuzzing framework has the following attributes:
e Device under Test (DUT)
e The client fuzzer attacking the DUT
e An attack language

e A monitor to ensure the target is still alive while fuzz testing is in progress and to report
exception back to the fuzzer

Newer protocols such as Bluetooth, Zigbee, WiFi, and Zwave (mostly IoT and smart devices)
face the challenge having a feedback loop to the fuzzer during the fuzzing session. We seek
research partners to solve this challenge.

A 2nd challenge is scripting the attack language as new protocols come on stream, and the
idea is to adopt ‘auto learning’ newer protocols and translating them into the fuzzer's attack
language.
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