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Going forward, there will be more and more interconnected devices or objects in various market verticals, this is what we call Internet of Things 

or Internet of Everything. All those objects being interconnected to the cloud, each and every object could be a threat for the whole network. 

Therefore the security of the objects or the devices is key. Even more, security will become one of the most important asset of the digital world. 

OUR VISION  
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CONTEXT 
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Å Principle:  

1. Record a physical observation on cryptosystem during sensitive 

operation 

2. Build a Leakage Model for all key hypotheses 

3. Compute a metric between observation and model 

 

Å State-of-the-art: 

ÅUse Power, EM, Timing, Cache-Timing 

ÅMetrics: SPA, DPA [1], CPA [2], MIA [3], NICV [4], HO-DPA [5] 

ÅEM Cartography [6], SCARE 

 

Å Part of Security Standards ISO/IEC 19790, ISO/IEC 24759, ISO/IEC 

17825, FIPS 140-3, EMV, CC 
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Å Executed in two phases: Profiling and Attacking 

 

1) Profiling phase done on a training target with full 

control of inputs to build relevant (leakage) model 

2) Attacking phase exploits the model to recover the 

secret information 

Å Most efficient attacks, several traces only required in 

attacking phase 

 

Å State-of-the-art: Template, Stochastic 

 

Å Interesting application for Machine Learning & 

classification 

ü Usual Classes are the algorithm intermediate 

register values or Hamming Weight of this, e.g. 

 

CONTEXT 

1 2 
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TEAM  

Stjepan Picek, KU Leuven, Belgium/MIT, USA;  Annelie Heuser, IRISA/CNRS, France;  

Alan Jovic, University of Zagreb, Croatia;  Simone A. Ludwig, North Dakota State 

University, USA; Sylvain Guilley, Secure-IC, France;  Domagoj Jakobovic, University of 

Zagreb, Croatia; Nele Mentens, KU Leuven, Belgium 

SIDE -CHANNEL  ANALYSIS  AND  MACHINE  LEARNING : A PRACTICAL  

PERSPECTIVE  (2017 ) 

 

CONTRIBUTIONS  

1. Comparison of several ML techniques performances for Profiled Attacks 

2. New measure called Data Confusion Factor to assess how well classification will 

perform on a certain dataset 

3. Comparison with other Profiled Attacks 

SIDE-CHANNEL ANALYSIS AND MACHINE LEARNING 
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1. Comparison of several ML techniques performances for Profiled Attacks 

Å Public Dataset from DPA Contest v4 (*) with SCA measurements on AES 

Å Various levels of noise and two leakage models: 9 classes (binomial) and 16 

classes (uniform) 

(*) TELECOM ParisTech SEN research group, DPA Contest (4th edition) , 20132014, http://www.DPAcontest.org/v4/ 

PRACTICAL PERSPECTIVE & EXPERIMENTS  

SIDE-CHANNEL ANALYSIS AND MACHINE LEARNING 

http://www.dpacontest.org/v4/
http://www.dpacontest.org/v4/
http://www.dpacontest.org/v4/
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2. Data Confusion Factor 
 

         

         where 

Å Provides an indicator of the dataset & 

leakage model difficulty for classification 

attack 

 

Å Can be used during profiling phase of 

attack 

PRACTICAL PERSPECTIVE & EXPERIMENTS  

SIDE-CHANNEL ANALYSIS AND MACHINE LEARNING 
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3. Machine Learning attack outperforms other Profiled Attacks 

PRACTICAL PERSPECTIVE & EXPERIMENTS  

SIDE-CHANNEL ANALYSIS AND MACHINE LEARNING 
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DEEP  LEARNING  TO  RECOVER  SECRET  FROM  OpenSSL  ECDSA  (2017 ) 

Å Cache miss & Cache hit patterns can reveal sensitive information 

Å Deep Learning on cache access patterns 

Å Example: OpenSSL ECDSA  Nonce LSB recovery using convolutional neural 

networks 
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CATALYZR : MACHINE  LEARNING  TO  ENHANCE  SIDE -CHANNEL  EVALUATION  

Å Pattern recognition & classification on various side-channel signals (cache-timing, EM on 

smartphone) 

Å ECDSA  Nonce LSB recovery 

Å ECC key recovered from operation patterns in time/frequency spectrogram 
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CONCLUSION & FUTURE WORKS  

CONCLUSION 
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