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Goingforward therewill be moreandmoreinterconnectedevicesor objectsin variousmarketverticals this is whatwe call Internetof Things

TRUSTED COMPUTING

OUR VISION

or Internetof EverythingAll thoseobjectsbeinginterconnectedo the cloud,eachandeveryobjectcouldbe a threatfor the wholenetwork
Thereforehe securityof theobjectsor the deviceds key. Evenmore securitywill becomeoneof themostimportantssetof thedigitalworld

EUROPE | APAC | JAPAN | AMERICAS | wwiGseonré contact@secdi@zcom
2017 All Rights Reserved | Confidential | Property of 8&cure



SECURE 1C

INTRODUCTION

B OUR ACTIVITY

EMBEDDED
SYSTEMS

2010 2017

FOUNDING

SECURITY
RESEARCH

MORE THAN
15 YEARS OF RESEARCH B FRANCE (HQ)
=
MORE THAN |
200 PUBLICATIONS THE SECURITY SCIENCE COMPANY
SPIN-OFF FROM ‘
North

POLE D’EXCELLENCE

CYB=R |

VY L =@

Institut Mines-Télécom EXCELLENCE

America

INSTITUT MINES-TELECOM

2015 FRANCE

EUROPE | APAC | JAPAN | AMERICAS | wwiCseouaré contact@secti@com
2017 All Rights Reserved | Confidential | Property of 8&cure

~45 PEOPLE
4 COUNTRIES

JAPAN

SINGAPORE



SECURE 1C

INTRODUCTION
B OUR ACTIVITY

PROTECT EVALUATE SERVICE

COMBINATION OF READYTOUSE THENEXT STEPS
SMART UNITSID PREANDPOST TOWARDS
EXPERTISE RESULTS SILICON ANALYSIS SECURITY

PLATFORMS CHALLENGES

EUROPE | APAC | JAPAN | AMERICAS | wwiCseoaré contact@secd@zcom
2017 All Rights Reserved | Confidential | Property of 8&cure



SECURE 1C

DEEP LEARNING FOR SECURITY WORKSHOP
B AGENDA

INTRODUCTION CONTEXT SIDECHANNEL & RELATED WORKS
MACHINE LEARNING

Compankiresentation SideChannel Analysis PracticdPerspective & Deep_earning
andProfiledttacks Experiments forevaluatio& protection

EUROPE | APAC | JAPAN | AMERICAS | wwiGseonré contact@secdi@zcom
2017 All Rights Reserved | Confidential | Property of 8&cure



SECURE 1C

CONTEXT
B SIDE -CHANNEL ANALYSIS
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A Principle:
1. Record a physical observation on cryptosystem during sensitive
operation

2. Build a Leakage Model for all key hypotheses
3. Compute a metric between observation and model

A State-of-the-art:
A Use Power, EM, Timing, Cache-Ti mi ng
A Metrics: SPA, DPA [1], CPA [2], MIA [3], NICV [4], HO-DPA [ 5
A EM Cartography [6], SCARE

A Part of Security Standards ISO/IEC 19790, ISO/IEC 24759, ISO/IEC
17825, FIPS140-3, EMV, CC
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CONTEXT
B PROFILED ATTACKS

A Executed in two phases: Profiling and Attacking

monitoring

1) Profiling phase done on a training target with full
control of inputs to build relevant (leakage) model

2) Attacking phase exploits the model to recover the
secret information

Device under attack Identical copy

plaintext/profiled model

A Most efficient attacks, several traces only required in
attacking phase e G o

A State-of-the-art: Template, Stochastic \

A Interesting application for Machine Learning &

classification I

U Usual Classes are the algorithm intermediate Buid profied model
register values or Hamming Weight of this, e.qg.

y(t, k) = HW (Sbox|T & kJ)

EUROPE | APAC | JAPAN | AMERICAS | wwiCseouaré contact@secti@com
2017 All Rights Reserved | Confidential | Property of 8&cure



SECURE 1C

DEEP LEARNING FOR SECURITY WORKSHOP
B AGENDA

INTRODUCTION CONTEXT SIDECHANNEL & RELATED WORKS
MACHINE LEARNING

Compankiresentation SideChannel Analysis PracticdPerspective & Deep_earning
andProfiledttacks Experiments forevaluatio& protection

EUROPE | APAC | JAPAN | AMERICAS | wwiGseonré contact@secdi@zcom
2017 All Rights Reserved | Confidential | Property of 8&cure



SECURE 1C

SIDECHANNEL ANALYSIS AND MACHINE LEARNING

B PRACTICAL PERSPECTIVE & EXPERIMENTS

SIDE -CHANNEL ANALYSIS AND MACHINE LEARNING : A PRACTICAL
PERSPECTIVE (2017 )

CONTRIBUTIONS

1. Comparison of several ML techniques performances for Profiled Attacks
2. New measure called Data Confusion Factor to assess how well classification will
perform on a certain dataset

3. Comparison with other Profiled Attacks

TEAM

Stjepan Picek, KU Leuven, Belgium/MIT, USA; Annelie Heuser, IRISA/CNRS, France;
Alan Jovic, University of Zagreb, Croatia; Simone A. Ludwig, North Dakota State
University, USA; Sylvain Guilley, Secure-IC, France; Domagoj Jakobovic, University of
Zagreb, Croatia; Nele Mentens, KU Leuven, Belgium
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B PRACTICAL PERSPECTIVE & EXPERIMENTS

1. Comparison of several ML techniques performances for Profiled Attacks

A Public Dataset from DPA Contest v4 (*) with SCA measurements on AES
A Various levels of noise and two leakage models: 9 classes (binomial) and 16
classes (uniform)

Table: Testing results for the best algorithms' settings (ACC/F-Measure/AUC)

Algorithm SMO MB RTF RF

Low/9 91.1/91.1/97.7 88.3/88.3/97.6 90.5/90.5/98.9 86.5/86.4/98.2
Med/9 38.5/38.4/76.1  41.6/39.6/76.4  44.3/42.8/80.2  40.7/37.6/77.7
High/9 25.3/24.7/58.6  28.5/235/58.4  29.1/24.0/62.0  28.1/21.7/60.8
Low/16 98.9/98.9/99.6 97.2/97.2/99.6 97.1/97.1/99.7 96.2/96.2/99.6
Med/16 52.5/52.2/92.9 43.1/42.6/90.2 48.0/47.2/93 41.1/39.7/90.9

High/16 235/23.0/788  19.8/17.7/72.9  22.3/19.5/788  19.1/15.5/73.4

(*) TELECOM ParisTechSEN research gr oupg.,h eDP A i2td)httee/sn2vA(P Zontest.org/va/
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2. Data Confusion Factor

Avg — #class; .
DCF = ——M— 1— all;y; if all;+; #0
nx(n—1) Z Z ( | #all ) where M = - ™
i=1 j=1,i#j #class; otherwise.
x( 7 Wrongje )r—HD(1)
M 3

Algorithm SMO MB RTF RF

: . Low/9  6.52 2.58 4.89 5.79

A Provides an indicator of the dataset & o 027 1096 10-6  jo-s
leakage model difficulty for classification Medium/9  1.59 1.03 9.58 1.3-10-"

attack 1072 107! 1072
High/9 1.011 2.421 2.281 2.441
_ . 10~ 10~ 10~ 10-
A Can be used during profiling phase of

Low/16  9.99 2.37 2.37 2.37

attack 10~° 1078 108 10°8
Medium/16 1.05 1.45 1.5-107°  5.3-107°

10~° 10~°
High/l6  1.16 8.89 1.17 3.86
10~ 1071 1073 107*
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3. Machine Learning attack outperforms other Profiled Attacks
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Figure: Success rate for the low noise scenario using 9 HW classes
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RELATED WORKS
B DEEP LEARNING ON CACHE  -TIMING

DEEP LEARNING TO RECOVER SECRET FROM OpenSSL ECDSA (2017 )

A Cache miss & Cache hit patterns can reveal sensitive information

A Deep Learning on cache access patterns

A Example: OpenSSL ECDSA Nonce LSB recovery using convolutional neural
networks
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RELATED WORKS
B CATALYZR

CATALYZR : MACHINE LEARNING TO ENHANCE SIDE -CHANNEL EVALUATION
A Pattern recognition & classification on various side-channel signals (cache-timing, EM on
smartphone)

A ECDSA Nonce LSB recovery

A ECC key recovered from operation patterns in time/frequency spectrogram
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CONCLUSION

Bl CONCLUSION & FUTURE WORKS

= Qur convictions
* Bridging the gap between Hardware security and Cyber-security

Not just “patch and pray” but “security by design”

* Alis areal paradigm shift regarding cyber-protection... not just a new tool or an additional IP
* Make the hardware becoming a trust partner and not (another) attacker’s accomplice

=  Trustworthy Al
« Designing secure Al systems

- Validate and verify the safety and security of decision making systems (DMS)
« Adversarial ML

= Importance of Standardization
New SC 42 at ISO/IEC JTC 1 on Al (Trustworthiness = topic)
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