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ABSTRACT 

This tutorial will introduce the main concepts behind the relevant IoT wireless network 

protocols, their adopted security mechanisms and their implications for a range of IoT 

applications fields such as smart-home, wearables, industrial, and medical applications. Then, 

we explain how well understood protocol features can go wrong at the design or 

implementation phase and contribute to the latest and relevant Wi-Fi and Bluetooth 

vulnerabilities that challenge our current trust in IoT technologies. We also dive deep on state-

of-the-art wireless testing, which currently lacks proper tools when compared to common 

software testing, and present a unique insight of how to apply over the air testing to discover 

and secure wireless vulnerabilities using off-the-shelf hardware. Lastly, we display the core 

ideas that made the discovery of SweynTooth possible (set of Bluetooth Low Energy 

vulnerabilities: https://asset-group.github.io/disclosures/sweyntooth/) and discuss why 

related vulnerabilities can be present under the nose of wireless vendors for many years 

without notice. 
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