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ABSTRACT

Internet of Things (IoT) is having an exponential growth in a multitude of applications.
However, the security of IoT has been always neglected, leading to large-scale attacks on IoT
devices. The heterogeneous nature of IoT devices exposes them to diverse attack vectors and
attacks on critical infrastructure, causing alarm for all stakeholders involved. Recent large-
scale attacks such as Mirai demonstrate the gravity of these threats faced, along with
increasing novel methods of exploiting vulnerabilities. In order to address the issues of lIoT
security, dedicated security analysis techniques are necessary. This talk will focus on showing
how vulnerable the IoT devices are and discuss some of the security analysis techniques such
as penetration testing, static analysis, fuzzing etc. which is achieved through the advanced
automatic IoT security testbed.
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